Generally speaking, the cloud is a large group of interconnected computers (personal computers or network services), and may be either public or private. 4 Cloud computing allows users to access their applications and documents from anywhere in the world, which frees them from the confines of desktop computing and permits greater ease of group collaboration among users. 5 In a broad sense, cloud computing describes the way in which information is stored and processed on computers elsewhere-in the "cloud"-and brought back to your screen. 6 With the rise of cloud computing, companies looking to mitigate IT infrastructure costs have eschewed the traditional model of purchasing prewritten software and server hardwareboth largely taxable-in favor of third-party web-based, hosted computer facilities and applications. 7 More generally, the increasingly frequent transfer of activity to the cloud poses substantial questions about how (or whether) cloud services fit in the existing framework of state taxation. 8 Unable to keep pace with developments in technology, and with little guidance, state governments have taken inconsistent and patchwork approaches towards determining taxability, largely through letter rulings, audits, and departmental interpretations. 9 Furthermore, they have used such approaches to apply existing provisions related to tangible personal property, services, or data or information processing. 10 As a result, cloud service providers and their 4 MICHAEL MILLER, CLOUD COMPUTING: WEB-BASED APPLICATIONS THAT CHANGE THE WAY YOU WORK AND COLLABORATE ONLINE 9 (2009); see also Clash of the Clouds, ECONOMIST, Oct. 17, 2009, at 80 ("Much of computing will no longer be done on personal computers in homes and offices, but in the 'cloud': huge data centres housing vast storage systems and hundreds of thousands of servers, the powerful machines that dish up data over the internet. Web-based e-mail, social networking and online games are all examples of what are increasingly called cloud services, and are accessible through browsers, smart-phones or other 'client' devices.") 5 MILLER, supra note 4, at 7-8 ("With cloud computing, the software programs you use aren't run from your personal computer, but are rather stored on servers accessed via the Internet. If your computer crashes, the software is still available for others to use. Same goes for the documents you create;; they're stored on a collection of servers accessed via the Internet. Anyone with permission can not only access the documents, but can also edit and collaborate on those documents in real time. Unlike traditional computing, this cloud computing model isn't PC-centric, it's document-centric. Which PC you use to access a document simply isn't important."). 
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customers are left without definitive guidance as to their sales and use tax obligations. 11 Is a given transaction a sale or lease of tangible personal property, sale of software, sale of taxable services, or sale of nontaxable services? Service providers and their customers face the possibility that each state will define the character of their transactions differently. Unfortunately, state tax departments lack sufficient resources to address the complicated policy questions raised by the cloud. 12 In light of this, business interests have already pushed for a federal solution. 13 In the meantime, one looking for timely guidance on the issue is likely to find that a sales tax regime built for a manufacturing economy is more likely to confuse than enlighten. 14 If California wishes to stanch its revenue bleeding and budgetary problems, 15 it must do more than simply repurpose existing state provisions ad hoc and shoehorn new business paradigms into old categories. While budget problems may hinder the state's ability to undertake a substantial policy project like cloud computing, California's ongoing transition to an information services economy 16 requires a coordinated effort to effectively tax crucial revenue. 17 California must also amend its tax code to allow taxation of some services-specifically digital services-if it hopes to maintain a steady stream of sales tax revenue prospectively. It must too provide comprehensible guidelines to service providers and retail customers as to the taxability of cloud services. Established guidelines will provide the certainty and stability necessary to incentivize cloud-based business in the state, and streamline the tax collection and remittance process. Finally, California should work in concert with other states to, among other things, commonly define goods
Thinking Out Cloud 299 part of any broad policy dealing with state sales and use taxation of the manner discussed in this Comment, the complexity of each invites rigorous examination beyond the scope of this narrower analysis. This Comment will address only the threshold issue of the taxability of cloud computing transactions, and the California state tax implications thereof. Part I consists of a brief survey of current California sales and use tax law, and provides context for the subsequent sections and discussion. 25 Part II provides a history of computing and networking, and discusses the trend towards cloud-based computing models. 26 Part III introduces and explains the phenomenon of e-commerce-a jumping off point for the discussion of taxation of cloud computing transactions-as well as federal and state responses to Internet taxation issues in
In Quill, the Court ruled that before a state could impose a sales tax collection obligation on an entity, the Commerce Clause of the United States Constitution required the entity to have a "substantial nexus" with the state, as indicated by physical presence. 504 U.S. 184 (2005) . "Nexus determinations tend to be highly fact-specific, and rely on an application of a complex mix of U.S. constitutional and state statutory law." Jacobs & Miller, supra note 23, at 11. The Court has yet to revisit Quill to determine whether the mere presence of electronic data is a physical presence sufficient to establish nexus. Id.
24 "Sourcing" requires a determination of which state may tax a particular transaction. Jacobs & Miller, supra note 23, at 12. Multiple taxation problems may arise where the location of a sale is ambiguous. Nonna A. Noto, Extending the Internet Tax Moratorium and Related Issues, in INTERNET TAXATION 17, 30 (Albert Tokin ed., 2003) ("For example, consider the case of a purchase from a seller in one state, by a person who lives in a second state, over an Internet server in a third state, charged to a credit card account in a fourth state, and delivered as a gift to a person in a fifth state. Multiple taxation could occur if more than one of these states claimed the right to levy a sales or use tax on the sale, without the taxpayer being able to claim a credit for tax paid to another state."). For purposes of determining which local taxes apply to a given transaction, retail sales are considered to occur at the seller's place of business, regardless of both the physical location of the sold property and the location at which title to the property passes to the buyer. CAL. REV. & TAX. CODE § 7205 (West 2010). Cloud computing, however, allows both vendors and consumers to access and interact with a completely Internet-based scheme, which "obviates the ability to determine where the consumer is located and where it is using the objects of cloud computing. or the privilege of selling tangible personal property," 30 while a use tax is imposed on the purchaser "storing, using, or otherwise consuming . . . tangible personal property"-purchased from a retailer without being subjected to the sales tax-in the state of California. 31 The sales tax is imposed on the seller, 32 as "[i]t is not a tax on the sale or because of the sale but . . . an excise tax for the privilege of conducting a retail business . . . ." 33 As such, the buyer is under no obligation to the State of California with respect to the sales tax. 34 The base against which both the sales and use taxes are applied is "generally the consideration paid for goods sold." 35 Sales tax is imposed on California retailers as a percentage of their gross receipts 36 taxpayer, the seller, is charged with the mandatory duty to add the amount of the tax to his sales price, and to collect it from the purchaser along with the sales price. He has all the authority to collect this added sum which he has to collect, his sales price. The law intervenes and adds the amount of the sales tax which the seller must pay to the state to the price he must collect from the purchaser. 48 The sales and use taxes imposed by California together form a comprehensive tax system applicable to the "sale, use, storage or consumption of tangible personal property within the state." 49 Sales and use taxes are mutually exclusive but complementary, designed to exact from consumers of tangible personal property within California an "equal tax based on a percentage of the purchase price of the property in question." 50 Generally, "[a] sales tax is a tax on the freedom of purchase . . . [a] use tax is a tax on the enjoyment of that which was purchased." 51 While complementary, however, the two taxes are separate and not interdependent. 52 With a cursory understanding of California's general sales and use tax law sufficient to frame the discussion, we turn next to the phenomenon of cloud computing. 
Thinking Out Cloud 303
II. THE EMERGENCE OF CLOUD COMPUTING While cloud computing is a relatively new phenomenon, one must grasp the evolution of computing and networking to fully understand its importance and the rather fundamental shift in computing it may represent.
A. A Brief History of Computing and Networking
Prior to 1980, computing operated on a client/server model in which software, data, and control resided on mainframe computers, known as servers. 53 To access data or run a program, the end user connected to the mainframe via a computer terminal, sometimes called a "dumb terminal" due to its lack of memory, storage space, or processing power. 54 The terminal existed as a mere gateway to the mainframe's functionality. 55 Due to the architecture and limited processing power, no two users could access the same data on the mainframe simultaneously. 56 In 1968, an engineer at the Stanford Research Institute, Douglas Engelbart, introduced the mouse, word processing, collaborative documents and more, in the context of an easy to understand graphical user interface (GUI). 57 Seven years later, Bill Gates and Paul Allen founded a company called Micro-Soft, and began writing software for the newly invented personal computer (PC). 58 The PC soon supplanted the mainframe as the center of corporate computing, and allowed individual users to install applications and store data on their own equipment. 59 58 CARR, supra note 53, at 54. 59 Id. at 55; see also Picker, supra note 19, at 4 (noting that, prior to the web, Microsoft Office and desktop computing "were the tools that we used to create documents that resided on the hard disks in our desktops or laptops").
successful PC with a GUI, followed the next year by Microsoft's introduction of Windows. 60 For the first time, the value of desktop PCs sold in the United States surpassed sales of mainframe machines. 61 Business organizations summarily moved away from a single mainframe model, and embraced a network of many PCs that everyone could use. 62 PC users began to interconnect through private, internal networks to communicate with co-workers. 63 Subscription services like CompuServe-which initially offered its services only in corporate contexts-America OnLine (AOL), and Prodigy soon offered up their own self-contained networks for home use. 64 The World Wide Web appeared in 1990, and offered integration of individual networks via the Internet. 65 In light of the increased popularity and prevalence of the web in the mid-1990s, these services eventually offered their subscribers a connection to the vast array of content on the web. 66 By 1997, more than fifty-six million Americans could access the Internet at home, work, or school. 67 The same year, the 60 RYAN, supra note 57, at 53. 61 REV. 1974 REV. , 1990 REV. -91 (2006 [hereinafter Zittrain, Generative Internet] (discussing self-contained "walled garden" networks like CompuServe and Prodigy, which connected members to one another and to content managed by the network proprietor). 65 Robison, supra note 19, at 1198; see also Zittrain, Generative Internet, supra note 64, at 1992-93 (observing that the development of graphical World Wide Web protocols and PC browsers to support them, together with Internet-enabled applications, marked the "beginning of the end of proprietary information services," and ushered in the era of a broadly accessible Internet); KARL FRIEDEN, CYBERTAXATION: THE TAXATION OF E-COMMERCE 5 (2000) ("The Internet and its graphical subnetwork called the World Wide Web . . . enable millions of computers and other communication equipment using different hardware, operating systems, and software application programs to link to each other by a common protocol.").
66 RYAN, supra note 57, at 72; see also Zittrain, Generative Internet, supra note 64, at 1992-93 ("As PC users found themselves increasingly able to access the Internet, proprietary network operators cum content providers scrambled to reorient their business models away from corralled content and toward accessibility to the wider Internet. These online service providers quickly became mere [Internet Service Providers], with their users branching out to the thriving Internet for programs and services.");; Peter H. Lewis, A Boom for On-Line Services, N.Y. TIMES, July 12, 1994, at D14 ("Some of these consumer services already offer, and others plan to offer, access to the Internet, a worldwide network of some 2.2 million host computers that provide information and services to an estimated 25 million people.").
67 ERIC C. NEWBURGER, U.S. CENSUS BUREAU, COMPUTER USE IN THE UNITED combination of more powerful PCs and faster Internet speeds coalesced to produce a new widespread phenomenon of music piracy, which inspired a novel file transfer method known as "peer-to-peer" (P2P). 68 As more Internet users connected using faster broadband speeds, providers such as Hulu, 69 Apple, 70 and Skype 71 joined existing P2P models in distributing content and offering Internet-based services. 72 The continuing increase in Internet speeds, coupled with the prevalence of mobile Internet access, facilitated new and interactive Web-based behavior, and the rise of so-called "Web 2.0." 73 Users progressed beyond mere document creation in Microsoft Office, for example, and now maintain active online presences. 74 They search for information on Google, 75 buy and sell goods on eBay, 76 consume audio and video content on YouTube, 77 and socialize on Facebook, 78 to name several common examples. 79 B. The "Cloud" Formation Cloud computing denotes a significant shift in the method by which we store information and run applications. 80 Users run STATES 9 (1997), available at http://www.census.gov/prod/99pubs/p20-522.pdf; see also Robison, supra note 19, at 1198; FRIEDEN, supra note 65, at 3 ("In the United States, the number of households that have access to the Internet increased from 0.2 percent in 1993 to 14 percent in 1996 to 37 percent in 1999."). 68 73 Robison, supra note 19, at 1199; RYAN, supra note 57, at 137-39 (differentiating between early websites-which were "simply another way to broadcast information to an audience"-from the Web 2.0 environment, in which "information and content on the Internet are plastic and mutable, open-ended and infinitely adaptable by users");; see also Picker, supra note 19, at 4 ("This is the emergence of a new class of online intermediaries. The emergence of these Web intermediaries is one of the defining aspects of Web 2.0. 74 Picker, supra note 19, at 2; see also RYAN, supra note 57, at 138 (discussing the dramatic growth of Wikipedia via the contribution of random and anonymous users as evidence that users are exerting ever-greater control over Internet-based mediums). 75 fewer programs and store less data on individual computing devices, and instead host everything in the cloud, a "nebulous assemblage of computers and servers accessed via the Internet." 81 Apple's iCloud 82 and the web-based file hosting service Dropbox 83 are two such examples of widely adopted cloud-based services designed to facilitate the shift to cloud-hosted applications and data. The cloud structure permits division of tasks-such as running applications and storing data-into discrete parts, distributed among the servers' aggregate resources. 84 While many have proffered definitions of cloud computing, the concept is as hazy as its name connotes. 85 On a network computing model, applications and documents are hosted on a single company's server and accessed only over the company's network. 86 By contrast, cloud computing encompasses multiple companies, servers, and networks, and and storage, and that "[s]ome content may be stored locally on your machine, while other content-content that you in some powerful sense think belongs to you-will be stored remotely. Where actually? You won't have a clue.");; CARR, supra note 54, at 55-56 (noting that the ubiquity of the PC, a single-purpose system, has resulted in low levels of capacity utilization). "One recent study of six corporate data centers revealed that most of their 1,000 servers were using less than a quarter of their available processing power." Id. at 56. The advent of the electrical utilities grid serves as an apropos correlative example. Whereas prior to the advent of electrical utilities, businesses and farms produced their own energy supplies, the emergence of the electrical grid permitted them to purchase more reliable electricity from the utilities at a lower price than they could produce on their own. MILLER, supra note 4, at 8. 81 MILLER, supra note 4, at 7; see also RYAN, supra note 57, at 7 ("The defining pattern of the emerging digital age is the absence of the central dot.");; Gutiérrez, supra note 18, at 589 ("We have entered a new era in computing in which Internet-based data storage and services in 'the cloud' offer individuals and business increased control of information, while enabling more engaging, seamless experiences across their computers, cell phones, televisions, and other devices."). 
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enables access to services and storage anywhere on Earth via an Internet connection. 87 Cloud computing services vary considerably and include data storage sites, health record sites, social networking sites, and many more. 88 Any information a user may store locally on a computer may also be stored in a cloud. 89 Perhaps ironically, the emerging cloud structure bears a resemblance to the earlier mainframe computing model, in which the PC serves as a sort of "dumb terminal" to access the cloud's resources through the Internet. 90 Among the major players precipitating the shift towards a broad model of cloud computing is Google. 91 The company's 87 Id. at 8-9; see also Picker, supra note 19, at 5 (noting that most people do not concern themselves with the locale of their computer calculations-whether processing power exists locally is mere detail. The re-centralization of computing power is simply an engineering issue "that turns on the relative costs of central as opposed to local processing power and on inter-computer as opposed to intra-computer communication"). The end user's agnosticism regarding the location of computing power depends upon an implicit assumption of cloud neutrality, which dictates "where processing or storage is done should be irrelevant, or neutral, for outcomes, legal and otherwise." Picker, supra note 19, at 5; Battle of the Clouds, supra note 19, at 16 (noting that users of cloud-based email services can access their mail from any web browser).
88 GELLMAN, supra note 85, at 4; see also Battle of the Clouds, supra note 19, at 16 (listing Google, Microsoft, Yahoo!, and Apple among the companies currently offering cloud services to consumers, along with specialists like Salesforce and NetSuite-who offer similar services to companies-and Amazon-who rents out cloud-based computing capacity).
89 GELLMAN, supra note 85, at 4 (listing email, word processing documents, spreadsheets, videos, health records, photographs, tax or other financial information, business plans, PowerPoint presentations, accounting information, advertising campaigns, sales numbers, appointment calendars, and address books as examples of the many types of information that can be stored in a cloud); see also CARR, supra note 54, at 17 ("Instead of relying on data and software that reside inside our computers, inscribed on our private hard drives, we increasingly tap into data and software that stream through the public Internet."). factor generative capacity-the capacity to produce unprompted, user-driven change-into a PC purchasing decision because of increased Web-based computing); Battle of the Clouds, supra note 19, at 16 ("If you store more and more things online, and access more and more software through an ordinary web browser, it suddenly matters much less what sort of computer you have, and what kind of software it is running.");; Clash of the Clouds, supra note 4, at 80 ("Technological developments have hitherto pushed computing power away from central hubs: first from mainframes to minicomputers, and then to PCs. Now a combination of ever cheaper and more powerful processors, and ever faster and more ubiquitous networks, is pushing power back to the centre in some respects, and even further away in others. The cloud's data centres are, in effect, outsize public mainframes."). 91 94 Another key example of a company seeking to capitalize on the shift is Amazon. 95 Over the past eight years, Amazon has constructed a vast cloud computing platform that hosts its own web operations, as well as operations for a number of massive Internet companies. 96 Its own Kindle products utilize a propriety browser to surf the Internet, but harness the power of Amazon's cloud servers to do much of the processing. 97 variety of operating systems, and load onto them a custom application environment. 100 In essence, a customer may purchase a scalable virtual environment in which to operate its business or maintain its web presence, and may increase or decrease computing and server capacity depending on needs. 101 Additional examples are numerous, and suggest that the transition in computing is more than a mere fad. Based on historical trends and the growing ubiquity of the Internet, cloud-based services and data clearly represent the next step in the evolution of computing. The rather complex nature of the goods and services that cloud companies provide, however, poses some rather thorny sales taxation problems.
III. TAXATION OF THE INTERNET AND "E-COMMERCE" IN
THE UNITED STATES The Internet's increasing ubiquity poses a number of challenges to the global tax system, particularly in the context of e-commerce, 102 "a seamless, borderless, and timeless marketplace." 103 Internet retailing has "vastly expanded the proportion of 'remote' commerce that can be conducted almost instantaneously between vendors based in one location and consumers in another." 104 The trend towards remote commerce undermines traditional taxation models largely tailored to sales of tangible property and local or regional commerce. 105 A. The Transition to a Service-Based Economy
As the world has shifted from a manufacturing-based economy towards a more service-based economy facilitated by Internet transactions, governments have struggled to keep regulatory pace. 106 Emerging in the late 1990s, e-commerce 100 Id. 101 Id. 102 FRIEDEN, supra note 65, at 8 ("E-commerce is generally defined as transactions that involve the exchange of goods and services by electronic means. Direct E-commerce involves goods and services that are both purchased and delivered by electronic or digital means. Indirect E-commerce involves goods and services that are purchased by electronic means but delivered in tangible form by common carriers or some other traditional form of delivery.").
103 Id. at 1 (noting that production and consumption in the new global economy are more mobile, dynamic, intangible, and multinational). 104 Id. at 1-2 (noting that the digital age permits commerce between anyone, anytime, and anywhere). 105 Id. at 1. 109 While services and goods will continue to be distributed via traditional models, many business and consumer items-such as movies, books, software, music, and news-are and will become more easily deliverable over the Internet. 110 Cross-border transactions, both domestic and international, are a troublesome area of taxation, and pose an increasing number of problems as "dot-coms and click-and-mortar companies" continue to avail themselves of additional jurisdictions with different tax rules. 111 Digital commerce, in which goods and services are both purchased and delivered by electronic or digital means, compels states to grapple with "issues such as the characterization of income, the bundling of services and products, sourcing rules, transfer pricing, and the valuation of intangibles." 112 Furthermore, as corporations engaging in e-commerce narrow their core competencies, they provide themselves greater flexibility to relocate in jurisdictions with more favorable tax rules and rates. 113 revenue from face-to-face exchanges of tangible goods are struggling to keep up with the rapid shift of business transactions into the so-called cloud of the Internet.");; Steven 109 U.S. CENSUS BUREAU, supra note 108. 110 FRIEDEN, supra note 65, at 21-22 (listing financial transactions, video conferencing, educational and training materials, e-mail, information services, bulletin boards and chat rooms, telecommunications, internet access services, magazines, electronic bill payments, stock trading, newspapers, games, business databases, remote medical diagnosis, remote repairs, and home banking as additional constituents of the digital economy). A virtual "mall," open twenty-four hours a day, seven days a week, and fifty-two weeks a year, may ultimately supplant more traditional brick-and-mortar retailers. Id. at 36. 111 Id. at 47. 112 Id. at 48. 113 Id. at 49 (predicting that tax laws will need to develop new rules for apportioning the income of more mobile and dynamic businesses).
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B. The Internet Tax Freedom Act and Sales Tax Law in the United States
In 1996, Congress-in an attempt to address Internet taxation-formed a bipartisan Congressional Internet Caucus. 114 Two years later, Congress enacted the Internet Tax Freedom Act, which prohibited the imposition of new state or local sales 115 or use 116 taxes on Internet access or online services during a determinable period, as well as the imposition of any multiple or discriminatory taxes on e-commerce. 117 Most recently, Congress extended the tax moratorium until November 1, 2014. 118 Though the federal government has made efforts to address the issue, state governments have devoted the most significant amount of political attention to the taxation of e-commerce, for 114 Id. at 55; see also CONGRESSIONAL INTERNET CAUCUS ADVISORY COMMITTEE, http://www.netcaucus.org (last visited Nov. 25, 2012). 115 See MAGUIRE, STATE TAXATION, supra note 108, at 2 (characterizing the sales tax generally as "a transaction tax on the transfer of tangible personal property, as expenditures on most services are typically excluded from the state sales tax base.");; Maguire, Internet Transactions, supra note 106, at 6. 116 See id. at 2 ("For remote transactions where the vendor and consumer are in different states, the consumer is responsible for remitting the use tax. The use tax is levied on the use of a product or service."). The use tax is only levied if the vendor has no physical presence, or substantial nexus, in the consumer's state of residence. Id. at 2 n.1. The use tax appeared in 1938 as a companion to the sales tax and a means of capturing revenue from sales made out-of-state. Id. at 4 n.7.
117 FRIEDEN, supra note 65, at 55. Discriminatory taxes consist in taxes applied only to e-commerce, but not to similar goods or services ordered and/or delivered non-electronically. Id. The Internet Tax Freedom Act defines electronic commerce as "any transaction conducted over the Internet or through Internet access, comprising the sale, lease, license, offer, or delivery of property, goods, services, or information, whether or not for consideration, and includes the provision of Internet access." Noto, supra note 24, at 29; see also U.S. GOVERNMENT WORKING GROUP ON ELECTRONIC COMMERCE, FIRST ANNUAL REPORT 13 (Nov. 1998), available at http://www.kentlaw.edu/faculty/ rstaudt/classes/oldclasses/internetlaw/casebook/U.S.%20Government%20Working%20Gro up%20on%20Electronic%20Commerce.pdf [hereinafter GOVERNMENT WORKING GROUP ON ELECTRONIC COMMERCE] I [President Clinton] direct the Secretary of the Treasury to work with State and local governments and with foreign governments to achieve agreements that will ensure that no new taxes are imposed that discriminate against Internet commerce; that existing taxes should be applied in ways that avoid inconsistent national tax jurisdictions and double taxation; and that tax systems treat economically similar transactions equally, regardless of whether such transactions occur through electronic means or through more conventional channels of commerce. good reason. 119 State and local taxes in the United States account for over $700 billion in revenues, or about 45% of all tax dollars raised in the country. 120 State governments rely on sales and use taxes for approximately one-third of their total tax revenue. 121 Currently, forty-five states and the District of Columbia impose such sales taxes. 122 Sales tax in the United States, generally, is "any tax which includes within its scope all business sales of tangible personal property at either the retailing, wholesaling, or manufacturing stage, with the exceptions noted in the taxing law." 123 124 MAGUIRE, STATE TAXATION, supra note 108, at 1; see also HART, supra note 118, at 761 (6th ed. 2008) ("In states that impose a sales tax, buyers are obligated to pay sales tax and sellers that operate within the state are obligated to collect sales tax and remit it to the government.").
vendor unless the vendor has substantial nexus 125 in the consumer's state. 126 Rather, consumers must remit use taxes to the appropriate taxing jurisdiction for the use of the purchased product, though compliance with the requirement is low. 127 Sales and use taxes, as discussed earlier, are mutually exclusive but complementary. 128 States-even after the passage of the Internet Tax Freedom Act-retain the power to impose a sales tax on in-state sales accomplished via the Internet, 129 and to tax transactions between residents and out-of-state sellers with no connections to the state. 130 Whether state governments can tax Internet sales impacts not only government tax revenue, but also the business operations of brick-and-mortar retailers who may be forced to collect sales taxes their online competitors do not. 131 The revenue that state sales and use taxes generate depends upon the base of the tax and the tax rate. 132 States' tax bases are non-uniform, and tax rates vary considerably, depending on the 125 See supra note 23. 126 MAGUIRE, STATE TAXATION, supra note 108, at 1. 127 Id. at 1; see also Maguire, Internet Transactions, supra note 106, at 6 (noting that Internet shoppers' failure to judiciously remit use taxes as prescribed by state law amounts to an evasion of the traditional sales and use tax that services to exacerbate the regressiveness of the sales tax in the short run).
128 Wallace Berrie & Co. v. State Bd. of Equalization, 707 P.2d 204, 208 (1985) ; see also Agnew v. State Bd. of Equalization, 981 P.2d 52, 55 (1999) . 129 The Internet Tax Freedom Act defines "Internet" as "collectively the myriad of computer and telecommunications facilities, including equipment and operating software, which comprise the interconnected world-wide network of networks that employ the Transmission Control Protocol/Internet Protocol, or any predecessor or successor protocols to such protocol, to communicate information of all kinds by wire or radio." Omnibus Consolidated and Emergency Supplemental Appropriations Act of 1999, Pub. L. No. 105-277, § 1101(e)(3)(C), 112 Stat. 2681-719, 720 (1998); see also GOVERNMENT WORKING GROUP ON ELECTRONIC COMMERCE, supra note 117, at iii ("The Internet Tax Freedom Act places a three-year moratorium on new and discriminatory taxes on Internet commerce and creates a commission to develop a uniform system for the application of existing taxation of remote sales.").
130 LUCKEY, supra note 121, at 2; see also HART, supra note 118, at 762 ("The Internet Tax Moratorium . . . did not prohibit states from taxing Internet sales, though many believed that it did. The moratorium merely prohibited taxation of Internet access fees and imposition of taxes that discriminated against Internet transactions, for example, by taxing them more heavily than other transactions.").
131 HART, supra note 118, at 762; Maguire, Internet Transactions, supra note 106, at 4 ("Because interstate Internet transactions do not have the sales and use tax added to their price by out-of-state vendors, it is argued that Internet retailers and catalogue retailers have a competitive advantage over traditional 'bricks and mortar' vendors who are required to collect the tax.").
132 MAGUIRE, STATE TAXATION, supra note 108, at 2; Maguire, Internet Transactions, supra note 106, at 5 ("The revenue a sales and use tax generates depends upon the chosen rate and the base to which the rate applies."). The narrower the base, the higher the tax rate must be in order to generate equivalent revenue. Id. Some transactions, including business-to-business transactions in a number of states, are not subject to the retail sales tax. Id. at 3.
state's tax-related revenue structure. 133 In sum, state and local governments around the country generated approximately $291 billion during the 2009 fiscal year. 134 Of that total, California generated just under $29 billion in general sales and use taxes at the state level, and another $8 billion or so at the local government level. 135 In addition to sales tax, most states levy income taxes to generate revenue. 136 Alaska, Florida, Nevada, South Dakota, Texas, Washington, and Wyoming, however, do not impose such an individual income tax. 137 Unsurprisingly, of all the fifty states, Washington, Tennessee, and South Dakota rely most upon the sales tax in generating revenue. 138 Washington has recently expanded its sales tax laws by enacting provisions that tax digital products with service-like characteristics. 139 California ranks square in the middle of all states, relying on sales tax revenue for 22.1% of its total tax revenue. 140 States without an individual income tax-Washington in particular-will likely lead the push for Internet taxation reform out of sheer necessity.
IV. CALIFORNIA STATE SALES AND USE TAX TREATMENT OF
CLOUD COMPUTING TRANSACTIONS While e-commerce, generally, engenders numerous tax questions, 141 a number of components of cloud computing transactions raise specific state tax implications. 142 It is often difficult to determine whether cloud computing transactions are products or services of a type that are subject to state sales tax.
Furthermore, such transactions often include a lease elementtypically a lease of server space-which would normally be treated as a sale for the purposes of the statutory provisions governing sales and use taxes, so long as the leased property is tangible personal property. 143 Cloud computing allows a consumer to engage servers, storage, and bandwidth on an as-needed basis, such that "the customer may . . . consum[e] services (computer and data services) and space, while simultaneously purchasing applications and the right to access data (lease of server space)." 144 Cloud vendors may offer augmented computing power or storage space, a platform for providers to develop and access specific applications, and customized software development and hosting. 145 As to the latter, a cloud vendor may offer a customized application that can interface with a vendor's database. 146 An application program interface (API) would then permit the customized application to "interact with the API, often across multiple servers." 147 As such, cloud computing transactions consist in a "web of interactions between vendor and consumer, involving multiple, simultaneous exchanges of services and products occurring in numerous locations." 148 The nuance and complexity of such transactions, in which a server lease may be bundled with a variable service and a number of software components, poses a substantial problem to a sales tax system that best copes with easily classifiable transactions.
A. Taxability of Cloud Computing Transactions Under Current California Law
California directs its sales and use taxes primarily at tangible personal property. California defines "tangible personal property" as "personal property which may be seen, weighed, measured, felt, or touched, or which is in any other manner perceptible to the senses." 149 Thus, California law does not impose a tax on the sale of intangible personal property 150 or on the performance of services, 151 though neither concept is defined by statute. As the court in Roth Drugs v. Johnson 152 stated:
The taxing of tangible personal property as distinguished from intangible property is perfectly natural and reasonable. . . . The reason for distinguishing between tangible and intangible property for the purpose of taxation is very evident. The first is visible, accessible, and easy to identify and levy upon, while the other is not so readily located or its value ascertained. There is no room for logical controversy over the right to distinguish between tangible and intangible property for the purpose of taxation. 153 While a top-level distinction between tangible and intangible property is logically defensible, a recurrent problem of taxationas with software, for example-lies in distinguishing tangible and intangible in the first place.
1. Software Canned 154 software delivered on tangible personal property is generally taxable in all fifty states, plus the District of Columbia. 155 Sales or licenses of prewritten computer software delivered electronically, however, evoke mixed responses from states. 156 In California, sales of canned software delivered with incorporeal property rights such as franchises, choses in action, copyrights, the circulation of a newspaper, annuities and the like."). For taxation purposes, "intangible property is defined as including personal property that is not itself intrinsically valuable, but that derives its value from what it represents or evidences." Navistar, 884 P.2d at 110; see also Dilley v. Ketchikan Gateway Borough, 855 P.2d 1335, 1336-37 (Alaska 1993) (relying on Black's Law Dictionary's definition of intangible property as such property as has no intrinsic and marketable value, but is merely the representative or evidence of value, such as certificates of stocks, bonds, promissory notes, copyrights, and franchises). 151 While there exists no statutory definition, the Supreme Court of California has defined "service" as "the performance of labor for the benefit of another." Navistar, 884 P.2d at 110-11; Culligan Water Conditioning v. State Bd. of Equalization, 550 P.2d 593, 599 (1976).
152 57 P.2d 1022 (1936). 153 Id. at 1028. 154 "Canned" and "prewritten" will be used interchangeably to indicate "non-custom." 
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Thinking Out Cloud 317 electronically are exempt from state taxation. 157 Custom software delivered on tangible personal property is similarly exempt from taxation in California, 158 as are sales or licenses of custom computer software delivered electronically. 159 Customization of canned software is, however, taxable in California, although "[s]eparately stated charges for modifications to canned software prepared exclusively for a particular customer [are] exempt only to the extent of modification." 160 Additionally, sales of digital products transferred electronically-including downloaded music, videos, and books-are exempt from taxation in California. 161 Adding to the confusion, a recent California appellate court decision cast some doubt on California's ability to tax certain software. 162 In Nortel Networks Inc. v. State Board of Equalization, the California Court of Appeal held that a license of prewritten software falls within California's sales and use tax exemption for transfers of intangible property pursuant to a technology transfer agreement (TTA). 163 While the California State Board of Equalization (SBOE) will likely seek to construe the Nortel holding narrowly, transferors of software and intangibles in California would be well served to act cautiously, pending further guidance. In May of 2011, however, the SBOE clearly indicated that the Nortel ruling will not affect the application of sales tax to typical off-the-shelf retail sales of canned software, as the typical retailer does not hold any copyrights or patent interests in the software. 164 Software in a cloud computing context further complicates matters by incorporating strong service elements. Software as a service (SaaS), a category of cloud computing, provides a means of access to software and applications centrally hosted on the provider's computers, which are often located in out-of-state data centers. 165 Some states-Indiana, Michigan, Utah, and Vermont-have found that remotely accessed software meets the definition of tangible personal property. 166 A second category, infrastructure as a service (IaaS), provides access to physical or virtual machines located on servers in the provider's data centers, which allows the user to take advantage of the machines' storage and computing resources. 167 Finally, platform as a service (PaaS) delivers a cloud-based platform that allows application developers to design, develop, deploy, and manage the customer's software solutions, without purchasing the underlying hardware. 168 For the most part, however, state tax laws crafted on the distinction between canned and custom software are unable to cope with categories like SaaS, Iaas, and PaaS, and instead clumsily employ the old paradigm to determine tax treatment. 169 163 Id. at 919. A "technology transfer agreement" is "any agreement under which a person who holds a patent or copyright interest assigns or licenses to another person the right to make and sell a product or to use a process that is subject to the patent or copyright interest." CAL. . 166 Gregory et al., supra note 8, at 3. 167 Eisenstein & Slote, supra note 165, at 575. 168 Id. 169 See generally id. The distinction between canned and custom software dates from the 1980s when prewritten software, delivered on a disk, was easily classified as tangible personal property. See Gregory et al., supra note 8, at 3. Custom software, by contrast, was designed for a unique user and delivered on a "load and leave" basis, and taxed (or
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States take a predictably variable number of tacks. Connecticut, for example, has a computer sales and data processing services tax at 1%. 170 In Arizona, the imposition of a tax depends upon whether the vendor issues a license. 171 In Nebraska, software delivered by any means-including delivery and load and leave 172 -is subject to tax, though when an application service provider (ASP) charges for services allowing remote access of software applications via the Internet, such transactions are not taxable if the ASP retains title to the software and does not grant the customer a license with ownership rights. 173 North Carolina likewise distinguishes between prewritten software and digital property, yet subjects both to tax. 174 New York has issued a series of advisory opinions in which it held that ASP sales, even if delivered electronically, are licenses to use prewritten software, and therefore, taxable as tangible personal property. 175 The state does not, however, tax digital property-which it regards as an intangible asset not subject to tax-unless it is transferred as part of a taxable service. 176 These impractical distinctions that separate taxable from nontaxable software, in California and elsewhere, substantially impede the characterization of a cloud transaction. Rather than contort the existing distinction between canned and custom software to encompass a cloud service in which the taxpayer does not take physical possession of software, California should look to amend the manner in which it taxes services.
2. Services, Leases, and Application Interfacing As mentioned above, cloud computing transactions often bundle together the sale of services with access to server or disk space-frequently structured through a lease-and the ability to interface with vendor applications. 177 taxing authorities would treat each of these services or products in quite disparate manners. 178 "Drawing the line between a taxable sale of tangible personal property and the nontaxable sale of services is [also] a major source of controversy in sales taxation." 179 Data processing, graphic arts, and customized computer software, for example, occupy a grey area between tangible personal property and the rendition of services, and have given rise to numerous sales tax controversies. 180 In California, the basic distinction in a bundled transaction 181 is whether "the real object sought by the buyer is the service per se or the property produced by the service." 182 If the true object or dominant purpose of the contract is the service per se, the transaction is not subject to tax, despite some transfer of tangible personal property. 183 If, however, a service contract is a separate object of a transaction-in a mixed sale involving tangible personal property-at a readily ascertainable value, it may be treated as a distinct nontaxable transaction. 184 In other words, a tax may be allocated between taxable and nontaxable items bundled together if the value of the nontaxable item is separately stated. 185 Unlike bundled transactions, "the goods and services in a mixed transaction are distinct (not intertwined) and each is a significant object of the transaction (not one incidental to the other)." 186 As such, for tax purposes, the individual elements of the transaction are analyzed as distinct transactions: the tangible property element is taxed, while the service aspect is not. 187 State sales taxes exclude most services from sales taxation for largely historical and political-as opposed to fiscalreasons. 188 States have gradually expanded the sales tax base to reach a number of services. 189 In addition to public utility, entertainment and amusement, and hotel and motel services, 190 examples of taxable services include repair of tangible personal property, repair of real property, data processing services, information services, and cleaning services. 191 California taxes comparatively few services in relation to other states. 192 If California were to include the retail sale of services-along with the retail sale of tangible property-in the sales tax base, many of the complex legal controversies borne by the retail sales tax would cease to be. 193 It would no longer face the difficult task of determining whether the "true object" or "dominant purpose" of a transaction was the purchase of tangible personal property or services, particularly when both the property and services constitute inseparable elements of a single transaction (as is often the case in cloud computing transactions). 194 Such an approach makes a great deal of sense, as there exists no sound principle of tax policy on which rests the distinction between tangible personal property or services, and thus there is no rational analytical basis for drawing a line that 186 should never have been drawn in the first place. 195 As a matter of retail sales tax policy, there is no sense in separating two inextricably intertwined aspects of a transaction, each of which amounts to personal consumption. 196 Though state legislatures have yet to conform the sales tax to the ideal of a single-stage imposition on the final sale of goods and services to the consumer, 197 efforts to remove the hazy distinction would substantially simplify future determinations of the proper tax treatment of cloud computing transactions. A number of states currently tax services that bear upon cloud transactions. The District of Columbia, 198 Ohio, 199 and Texas 200 each tax data processing services. Florida handles charges for access to a provider's computer as a computer rental subject to sales tax, though the tax is levied upon the lease of personal property, and thus only due if the provider's computer is located in Florida. 201 In a private letter ruling, the Utah Tax Commission addressed the taxability of remote data and information hosting services provided by a company with servers in Utah. 202 The commission found that the service consisted in a "lease of disk space and server equipment and hardware," which was "therefore . . . taxable as a lease of tangible personal property." 203 Though California's tax code includes no provisions dealing specifically with computer access, leases and rentals of tangible personal property are generally taxable. 204 California currently exempts from taxation, however, sales and leases of canned software transferred remotely "to or through the purchaser's computer" if "the purchaser does not obtain possession of any tangible personal property." 205 This exemption likely applies (at least) to SaaS because software is not transferred to the purchaser via tangible medium, but instead, is transferred "through" the purchaser's computer. 206 Any efforts to reform California's taxation of services must address the exemption of leased canned software described above and devise a way to tax digital services in a manner that includes every breed of cloud computing.
B. Streamlining the Taxation of Cloud Computing Transactions Under California Law
A number of states have recognized that their statutes and regulations are ill-equipped to deal with changing technology and have begun to address cloud computing. Louisiana, for example, recently organized a working group to address-or attempt to address-the issue. 207 Illinois, instead of issuing a letter ruling on a cloud computing issue, called for new regulations on the matter. 208 In California, a number of committees and government officials have recently proposed legislation and initiatives to address some of the issues as well, several of which are discussed below. 209 Perhaps no state, however, has led the field in taxing both digital goods and services so much as Washington.
legislature's attempt to "throw a blanket over everything and say 'we don't know what else might be out there-but we'd like to tax it.'" 213 Washington also imposes sales tax on remote access software-prewritten software provided remotely-which suggests it would also tax SaaS. 214 By including a substantial array of digital services, including those that use "one or more software applications," Washington's tax represents an attempt to reconcile the various elements of cloud computing into a single, umbrella transaction. 215 While the category may be too broad to function effectively long-term, Washington's efforts to date place it well ahead of virtually all others in attempting a workable solution.
California should closely observe the results of Washington's efforts to tax digital services. While California, unlike Washington, may continue to rely on revenue generated by its state income tax, the ongoing transition to a service-based economy demands action sooner than later. When California ultimately decides on the manner in which to reach cloud transactions with its taxing powers, it ought to heed Washington's example and legislate the change rather than issue a letter ruling or rely on a regulatory solution.
The Streamlined Sales Tax Project
California opted to join-as only an observer state-the Streamlined Sales Tax Project (SSTP), 216 "an accord among individual cooperating sovereigns . . .
[that] provides a mechanism among the member states to establish and maintain a cooperative, simplified system for the application and administration of sales and use taxes under the duly adopted law of each member state." 217 As of this writing, twenty-four of the forty-four member states have passed legislation conforming to the Project's goals-California is not among those states. 218 According to the Board of Equalization, California "is not currently actively participating in the SSTP but does receive updates on the actions of the project from the Multistate Tax Commission (MTC)." 219 In essence, the member states seek to simplify and better synchronize individual state sales and use tax laws, particularly when it comes to business conducted over the Internet. 220 The Streamlined Sales and Use Tax Agreement (SSUTA) identifies ten points of focus, which "can be condensed into four general requirements for simplification: (1) state level administration, (2) uniform tax base, (3) simplified tax rates, and (4) uniform sales sourcing rules." 221 "The SSUTA would establish a system in which states would use common definitions for goods and services," after which "states would then indicate whether the good or service is taxable." 222 It also provides for the unbundling of bundled transactions into their separate parts in an effort to help states apply their taxing power to the relevant portion of the transaction and bypass a "real object" inquiry in a number of scenarios. 223 An interstate accord under the SSUTA need not successfully resolve all the characterization problems of cloud computing transactions. It would, however, contribute immensely to the tenor of national sales and use tax reform efforts. If every state, including California, were to actively participate, open the channels of dialogue, and foster such a collaborative undertaking, Congress would be better situated to take unifying action-with consent from the states-at the federal level. 224 If California were to join the SSTP as a member state, it would still retain the power to decide what is taxable and what is exempt, though the California State Legislature would have to conform to the definitions set forth in the SSUTA. 225 Like all member states, California would also have to submit a taxability matrix upon which sellers and service providers could rely, which would promote greater certainty and stability in California's sales and use tax system, and precipitate greater reliance on the system by more informed tax remitters. 226 Finally, while the SSUTA represents a promising vehicle for national sales and use tax reform, it must itself address cloud computing more explicitly. 227 Scott Peterson, Executive Director of the Streamlined Sales Tax Governing Board, expects that the Governing Board will take up cloud computing at some point. 228 If the SSTP is able to promptly initiate an informed debate about cloud computing amongst SSUTA states, there is some hope the SSUTA has an opportunity to keep pace with the technological curve.
3. The Think Long Committee For California California's tax system, designed for an agricultural and manufacturing economy, has become outdated, and its state legislature is often impeded by the state's initiative process-the main feature of California's "direct democracy." 229 In 1950, California received sixty percent of its revenues from sales taxes. 230 In the years since, untaxed services have dominated California's economy. 231 Over the same period, California has relied increasingly on highly volatile income taxes. 232 A bipartisan committee known as the Think Long Committee for California-assembled by investor Nicolas Berggruen-has taken steps to utilize the initiative process to address California's tax system. 233 In essence, it seeks to extend sales taxes to services while simplifying and cutting income tax rates. 234 Roughly half of California's $2 trillion economic output goes untaxed precisely because its once manufacturing-and agriculture-based economy is now dominated by services and information activities. 235 To address the problem, the committee proposes that California tax all business and consumer services at a rate of 5-5.5%, excluding health care and educational services. 236 Among its other proposals, it would also lower the sales tax on goods to 4.5%, and provide a sales tax rebate to low-income households to offset the impact of the new sales tax on services on the average household with similar income. 237 In concert with its other proposed adjustments, the committee expects $10 billion in new revenues once the proposals are fully phased in. 238 Embracing the committee's suggestion to extend California's sales tax to services would, as discussed above, 239 ease the regulatory burden of differentiating nontaxable services from taxable goods. Specifically, in a cloud computing context, softening the distinction between goods and services would alleviate the state's reliance on increasingly complex positions on software taxation. 240 Furthermore, it would allow California to impose a more realistic consumption tax commensurate with the modern complexion of California's economy.
The Digital Goods and Services Tax Fairness Act of 2011
Rep. Lamar Smith of Texas recently sponsored H.R. 1860, 241 the Digital Goods and Services Tax Fairness Act of 2011, which intends to promote neutrality, simplicity, and fairness in the taxation of digital goods and digital services and create a national framework for the taxation of cloud computing. 242 Essentially, it would require that cloud computing be taxed as a service. 243 If states chose to tax the service, they would first need to enact legislation deeming it taxable and propound a clear definition for taxability purposes. 244 While the proposed legislation sets out a potentially problematic sourcing regime beyond the scope of this discussion, it nonetheless represents a proactive effort to address some policy issues around cloud computing and a progressive stance on the taxation of services. CONCLUSION Clearly, the law is unable to keep pace with technological innovation. 245 The law cannot keep up with the pace of change in computer networking. By the time legislatures or courts figure out how to deal with a new product or service, the technology has already progressed. It is, therefore, useful to learn the state of technology at the time Congress enacted a law or the Judiciary issued a legal opinion to clarify the logic and principles that girded its decision. The notion that law lags behind technology, in virtually every context, is far from novel. 246 designed its tax code, while increasingly more will involve bundled services and intangible goods of the kind discussed above.
California must address the taxability issue 247 through formal legislation, and it cannot afford to proceed on an audit-by-audit basis or via piecemeal administrative rulings. Rather, the state should tax digital goods and services pursuant to state legislation. 248 It can ill afford to ascribe to a long-term policy of reliance on interpretive decisions by revenue agencies as to what constitutes a taxable cloud transaction.
Furthermore, California ought to focus its energies on amending the manner in which it taxes services. The state's current preference to leave services untaxed is untenable in light of California's changing economic realities. California must develop clear policies regarding SaaS and digital services, for example, and think more progressively in generating its tax policy on such novel issues. It must also propound guidelines to service providers and their customers-on whom the state cannot rely to characterize their own transactions-as the fact-specific inquiries of case-by-case determinations will amount to a drain on precious state resources.
Finally, California should look to open lines of communication with revenue departments in other states, virtually all of which are facing the same difficulties. Without some nominal consensus among the several states, Congress is unlikely to interpose itself substantially. Federal guidance and policymaking assistance, however, would prove invaluable, particularly as states face dire budget crunches.
The explosive growth of the Internet and the increasing number of Internet users around the world suggest that the current trend toward cloud-based services and data in a global marketplace will persist. 249 If America wishes to keep pace as a breeding ground for technology and innovation, it absolutely must provide its businesses-both large and small-with clear guidance on issues of taxation. Though California undoubtedly faces serious structural and institutional problems in addressing 247 The issue of taxability of certain transactions and services is wholly distinct from the budgetary issues addressed by Proposition 30. While the author believes a mere sales tax increase will not, ipso facto, sufficiently address the problems addressed by this Comment, the author does not intend to opine on the virtue of increasing the statewide base sales and use tax rate, or the limited purposes to which Governor Jerry Brown addressed the ballot measure. 248 See supra Part IV.B.1. 249 See HORRIGAN, supra note 72, at 3-4.
